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November 16, 2020 
 
Financial Crimes Enforcement Network 
P.O. Box 39 
Vienna, VA 22183 
Via email to: frc@fincen.gov  
 
Re:  Docket Number FINCEN-2020-0011 - Anti-Money Laundering Program Effectiveness 
 
Dear Deputy Director Mosier,  
 
This letter is written on behalf of the members and constituents of the Money Services Business 
Association1 (“MSBA”) regarding Regulatory Identification Number (RIN) 1506- AB44   The 
MSBA is grateful for the opportunity to provide comments to the Financial Crimes Enforcement 
Network (“FinCEN”) in response to the Advance Notice of Proposed Rulemaking (“ANPR”) 
regarding potential regulatory amendments requiring that all covered financial institutions must 
maintain an "effective and reasonably designed" anti-money laundering program.   
 
Recognizing that your goal is to ensure that the BSA’s AML regime adapts to the evolving 
threats of financial crime while providing financial institutions with additional flexibility to 
address these threats, here are our responses to a select number of ANPR questions:  
 
Issues for comment 
 
Question 1: Does this ANPRM make clear the concept that FinCEN is considering for an 
"effective and reasonably designed" AML program through regulatory amendments to the 
AML program rules? If not, how should the concept be modified to provide greater 
clarity? 
 

Yes, the ANPRM made that clear.   
 
 
Question 2: Are this ANPRM's three proposed core elements and objectives of an 
"effective and reasonably designed" AML program appropriate? Should FinCEN make 

 
1 The MSBA is a trade association focused on the non-bank money services industry, including licensed money 
transmitters and their agents and/or authorized delegates, payment card issuers and distributors, payment processors, 
international remittance companies, bill payment companies, mobile payment application providers, payment 
aggregators, virtual currency exchanges and administrators, money orders and other similar money services providers 
that are engaged in payments.  See www.msbassociation.org.   



 

 

  
 

 2

any changes to the three proposed elements of an "effective and reasonably designed" 
AML program in a future notice of proposed rulemaking? 
 

We understand that the three core elements for an “effective and reasonably designed” 
AML program include having a program that:  

 
 Identifies, assesses, and reasonably mitigates risks 
 Assures and monitors compliance with recordkeeping 
 Provides information with a high degree of usefulness 

 
While we believe the current regulations also seek to achieve similar goals, we applaud the 
greater emphasis given to the “quality” of information provided, rather than the “quantity.”   
As you know, MSBs are heavily regulated at the State Level, and the examiners look at the 
number of SARs that are issued. An emphasis with a new approach focused on ‘quality” will 
assist in re-enforcing that a number of SARs is not indicative of a program’s quality.   
 
The only area that we suggest might be considered for express inclusion in this list is a 
reference to customer identification verification.  This could be incorporated in the second 
bullet point above. “Assures and monitors compliance with recordkeeping and identity 
verification requirements.”  

 
 
Question 3: Are the changes to the AML regulations under consideration in this ANPRM 
an   appropriate mechanism to achieve the objective of increasing the effectiveness of AML 
programs? If not, what different or additional mechanisms should FinCEN consider? 
 

The proposed changes to AML regulations (as opposed to legislative action) appear to be 
an appropriate mechanism for the contemplated revisions to implement an effective and 
reasonably designed AML program. However, making these changes additive and not as 
a revision will place an even greater burden on MSBs.  

 
Question 4: Should regulatory amendments to incorporate the requirement for an 
"effective and reasonably designed" AML program be proposed for all financial 
institutions currently subject to AML program rules? Are there any industry-specific 
issues that Fin GEN should consider in a future notice of proposed rulemaking to further 
define an "effective and reasonably designed" AML program? 
 

At the present time, we believe it is appropriate to apply the regulatory amendments to all 
regulated institutions, including licensed money transmitters.  However, the details can be 
complicated and cause problems and until we actually see the language underlying the 
proposed changes, it is difficult to answer this question.  We do have a concern that a 
“one-size-fits-all” solution that imposes the same kinds of requirements across all 
industries; there may be instances when requirements for a jewelry dealer may not really 
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fit a global banking institution. However, as we discuss below in response to Question 8, 
differing levels of regulation based on a company’s size my not be advisable.   
 
There is one area where we do urge consideration:  permitting all financial institutions 
(including those that are state licensed money transmitters) the same latitude provided to 
banks with respect to the ability to share and rely on Customer Identification Program 
(CIP) data.  Licensed money transmitters undergo significant and ongoing regulatory 
scrutiny; we question why information sharing is restricted only to those institutions that 
have a “federal functional regulator.”   

 
 
Question 5: Would it be appropriate to impose an explicit requirement for a risk-
assessment process that identifies, assesses, and reasonably mitigates risks in order to 
achieve an "effective and reasonably designed" AML program? If not, why? Are there 
other alternatives that FinCEN should consider? Are there factors unique to how certain 
institutions or industries develop and apply a risk assessment that FinCEN should 
consider? Should there be carveouts or waivers to this requirement, and if so, what factors 
should FinCEN evaluate to determine the application thereof? 
 

An explicit requirement for a risk-assessment process that identifies, assesses, and 
reasonably mitigates risks make a tremendous amount of sense.  Indeed, our members tell 
us that they are “more than fine” with the express addition of a risk assessment 
requirement since our members already treat risk assessments as a requirement.   
Although the need for a risk assessment has always been implicit, having it included 
expressly is very helpful.   
 
We urge caution, however, when it comes to determining how such a requirement is 
implemented and assessed by examiners.  Certainly, financial institutions should not be 
expected to hire high-priced consultants in order to make these assessments nor to hire 
third parties to separately audit these requirements.  No one knows the risks of a financial 
institution’s products or services better than the institution’s own staff.  We would 
propose that a chart or rubric with a brief list of questions that each institution should 
consider when making the assessment, together with a standardized rating format, should 
be sufficient for both large and small financial institutions. The goal of the process is to 
ensure that a risk assessment is undertaken of all products and services; it should not be 
expected that this additional requirement will necessitate hiring and training new staff, 
making changes to computer systems, or retaining paid third party auditors or 
consultants.  
 
A risk-assessment chart or matrix, with a standardized rating format, also would help 
ensure that all financial institutions consider the same factors and are uniformly judged 
during examinations.  Any risk-assessment requires judgment calls and decisions, so we 
understand that it can be difficult to establish strict guidelines.  On the other hand, in the 
absence of regulatory guidelines regarding the appropriate factors to consider and how 



 

 

  
 

 4

best to weight such factors, a risk-assessment that one examiner finds to be appropriate 
will not necessarily satisfy another examiner. 

 
 
Question 6: Should FinCEN issue Strategic AML Priorities, and should it do so every two 
years or at a different interval? Is an explicit requirement that risk assessments consider 
the Strategic AML Priorities appropriate? If not, why?  Are there alternatives that 
FinCEN should consider? 
 

We endorse this proposal enthusiastically.  Understanding what FinCEN’s Strategic 
AML Priorities are can only aid in providing more useful data, record-keeping, and risk 
assessments.  
 
However, since our members are regulated money transmitters subject often to forty or 
more difference licensing regimes, frequently with different reporting and renewal 
requirements, we suggest a cautious approach. While issuance of such Strategic AML 
Priorities every two years  appears to us to be a reasonable plan, imposing strict timing 
requirements as to how quickly regulated institutions must adjust their AML procedures 
and programs to reflect the updated Strategic Priorities would likely be inappropriate and 
burdensome. We have heard concerns from our members about change management with 
the Strategic AML Priorities process; most companies would find it difficult to pivot to 
change priorities in a short timeframe.  We suggest plenty of two-way communications 
and sufficient time for companies to implement changes in priorities.     
 
It would also be useful get some examples of what some typical Strategic AML Priorities 
would be.  We assume they may focus on a particular geographic location, or on specific 
kinds of products known to be subject to criminal misuse.  And we would also anticipate 
that a financial institution’s products and services that do not implicate these Strategic 
AML Priorities could be subject, with FinCEN’s approval, to a reduced level of 
monitoring and oversight, allowing the financial institution to allocate its resources 
instead toward the Strategic AML Priorities.  
 
While we appreciate the proactive spirit behind the proposed sharing of Strategic AML 
Priorities, it would also be useful to have a more collaborative approach.  Not only would 
it be helpful for our members to know where to focus resources, but they would also be 
grateful to get feedback from FinCEN and law enforcement which could help them to 
design their own programs and annual objectives.    
 
Finally, our members have asked whether a limited safe harbor would be considered if 
some significant criminal activity is missed because it was not a FinCEN Strategic AML 
Priority, and resources were directed elsewhere.   In other words, would regulated 
companies be expected to maintain their current level of controls on all their products and 
business lines, plus enhanced controls on the Strategic AML Priorities?  If so, that would 
be a very costly and burdensome endeavor.  
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Question 7: Aside from policies and procedures related to the risk assessment process, what 
additional changes to AML program policies, procedures, or processes would financial 
institutions need to implement if FinCEN implemented regulatory changes to incorporate 
the requirement for an "effective and reasonably designed" AML program, as described in 
this ANPRM? Overall, how long of a period should FinCEN provide for implementing 
such changes? 
 

We believe this change will require a substantial amount of operational and procedural 
changes for financial institutions.  This would include:  
 

 Reviewing and revising the financial institution’s existing AML compliance program, 
controls, and procedures.   Depending on the size of the organization and the 
number of products and services offered, this could be a significant and time-
consuming undertaking.  

 Establishing a method to integrate Strategic AML Priorities.  Each financial institution 
will need to determine who is responsible for reviewing and integrating Strategic 
AML Priorities, including changes to internal procedures and the institution’s AML 
compliance program.  The financial institution will need to consider how to change 
existing compliance procedures and how to reallocate resources with each new 
issuance of Strategic AML Priorities.  Such changes will likely require senior level 
approvals and training. 

 Other implications arising from the addition of a formal risk assessment process.  In 
addition to updating policies and procedures, the addition of a formal risk 
assessment process can trigger other obligations.  Depending on how this is 
implemented, such a new requirement could necessitate hiring new staff, 
purchasing risk assessment software, undergoing training, implementing a third-
party audit, etc.   As noted above, we hope FinCEN considers a simple, low-key 
method of instituting a risk-assessment process, and one that might avoid the more 
costly aspects of adding this requirement.   

 
We would suggest at least a [12-18] month period to implement these changes initially, 
plus a [3-6] month window for retooling for each new issuance of Strategic AML 
Priorities.  

 
Question 8: As financial institutions vary widely in business models and risk profiles, even 
within the same category of financial institution, should FinCEN consider any regulatory 
changes to appropriately reflect such differences in risk profile? For example, should 
regulatory amendments to incorporate the requirement for an "effective and reasonably 
designed" AML program be proposed for all financial institutions within each industry 
type, or should this requirement differ based on the size or operational complexity of these 
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financial institutions, or some other factors? Should smaller, less complex financial 
institutions, or institutions that already maintain effective BSA compliance programs with 
risk assessments that sufficiently manage and mitigate the risks identified as Strategic 
AML Priorities, have the ability to "opt in" to making changes to AML programs as 
described in this ANPRM? 
 

Certainly, this issue deserves careful consideration.   As noted above, we do not endorse a 
“one-size-fits-all” approach; indeed, some of our members offer a limited scope of 
traditional remittance services that do not raise the same complex issues as do many 
banks and larger financial institutions.  
 
Nevertheless, many of our members are very much against the idea of varying the levels 
of compliance based simply on the size of a business.  Compliance obligations should 
have a level playing field.  Small companies can be taken advantage of by criminals in 
much the same way that large companies can. The risk of a small company having lesser 
compliance requirements could actually impact the reputation of the entire industry.  
 
On the other hand, our members agree that consideration should be given to having 
different requirements depending on the line of business of the entity and associated risks 
of such line of business.  However, each company within that line of business should 
have the same requirements regardless of size.   For instance, a jeweler should not have 
the same requirements as a remittance company, but all jewelers should have the same 
requirements within their own industry whether they are large or small.    
 
Nevertheless, if the overall change can be implemented in such a way so as not to be 
overly burdensome and complex, we believe a simple risk assessment procedure and the 
addition of Strategic AML Priorities, could appropriately apply across the board to all 
financial institutions, both large and small. The key is whether this change can truly be 
implemented in a basic, constructive, manner without overly prescriptive rules and 
requirements.  
 

 An additional challenge that FinCEN should note is that de-risking continues to impact 
 MSBs. This wave of “de-risking” – the categorical termination of customer accounts 
 by Banks (as well as state banks) -- which has resulted in the loss of access to the 
 banking system for scores of  businesses and adding additional compliance burdens will 
 further add to the de-risking. De-risking constitutes an ongoing hurdle and burden to 
 many Bank customers that are regulated MSBs. Now that the COVID19 pandemic 
 has made consumer and business customers even more reliant on MSB services, the 
 concerns about potentially losing access to Banking services have increased.    

 
Many MSBs have had their bank and correspondent bank accounts terminated, with even 
more difficulty establishing and maintaining new accounts. 
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On the other hand, if FinCEN determines that it will have to implement this change 
through a complex layer of additional requirements and specific obligations, then it does 
make good sense to allow certain smaller financial institutions with less complex 
products and services to “opt in.”  
 
Should this occur, we would urge the use of clear, concrete, easy-to-implement 
guidelines.  For example, having a rule that allows an opt-in for entities “that already 
maintain effective BSA compliance programs” could, in our view, muddy the waters.  
Determining whether a financial institution already maintains an effective BSA 
compliance program seem on its face to be very subjective.  (Most chief compliance 
officers will take the position that they already have an effective compliant program.)  
Instead, to the extent a carve-out is permitted for certain financial institutions, we would 
suggest consideration of the following factors - -  

 
 The number of different products/services offered; 
 The nature of products and business lines offered;  
 Whether their products are online or virtual, or rely on relatively new technologies, 

such as AI, mobile applications, cloud computing, and blockchain or distributed 
ledger technology; 

 How long the entity has been in business and how long they offered their products 
and services; and 

 Any recent changes in ownership, structure, or business model.    
.  
 
Question 9: Are there ways to articulate objective criteria and/or a rubric for examination 
of how financial institutions would conduct their risk assessment processes and report in 
accordance with those assessments based on the regulatory proposals under consideration 
in this ANPRM? 
 

Yes, we believe there are objective criteria that could be used to develop a rubric for risk-
based risk assessment purposes.  We have worked on risk-assessment factors in the past 
and would be happy to collaborate with FinCEN on how to develop such a rubric.  
 

 
Question 10: Are there ways to articulate objective criteria and/or a rubric for independent 
testing of how financial institutions would conduct their risk-assessment processes and 
report in accordance with those assessments, based on the regulatory proposals under 
consideration in this ANPRM? 

 
We support FinCEN’s plans to require a risk-based “effective and reasonably designed" 
anti-money laundering program.   We support the concept of expressly including a risk 
assessment process as well as distribution of Strategic AML Priorities, that will allow 
regulated financial institutions to allocate their resources in order to provide more useful 
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information.  But we do not believe that independent testing of the risk-assessment 
process should be necessary or required.   
 
Under the classic “four pillars,” all financial institutions are already required to undergo 
an independent audit of their AML compliance program.  Other than confirming that the 
risk assessment has taken place, the independent third-party audit, as it currently exists, 
should not be expanded to require an in-depth review of the risk assessment process.  By 
imposing this extra unnecessary audit layer, FinCEN would be making this good, 
common-sense change to AML programs, into a much more burdensome and costly 
endeavor.  

 
 
Question 11: A core objective of the incorporation of a requirement for an "effective and 
reasonably designed" AML program would be to provide financial institutions with 
greater flexibility to reallocate resources towards Strategic AML Priorities, as appropriate. 
FinCEN seeks comment on whether such regulatory changes would increase or decrease 
the regulatory burden on financial institutions. How  can FinCEN, through future 
rulemaking or any other mechanisms, best ensure a clear and shared understanding in the 
financial industry that AML resources should not merely be reduced as a result of such 
regulatory amendments, but rather should, as appropriate, be reallocated to higher 
priority areas? 
 

We understand this concern, and we believe it can be addressed in a simple and easy 
manner.  As part of the financial institutions’ independent audit, the question should be 
asked “have you reallocated any resources, and if so, how and for what purpose?”  By 
requiring financial institutions to keep track of any reallocation of resources and to 
include this information in its independent audits, FinCEN will be able to monitor how 
financial institutions are complying with the new capability to reallocate resources.  Only 
if it appears, over time, that AML resources are not be appropriately reallocated but 
instead are being simply reduced, should new rulemaking be considered.    
 
As noted earlier, it is our hope that these new changes to AML programs will not result in 
additional costs and resources, but instead, in a reallocation of resources that will provide 
a successful and effective win-win approach for combatting financial crime and terrorist 
financing.   
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We hope our thoughts and comments have been helpful. Please feel free to contact us if you have 
any follow-up questions or would like to schedule a call or meeting.  And again, thank you for 
issuing this thoughtful ANPR, which we believe will help financial institutions to reduce the 
requirements burden and produce a more effective, AML compliance program.  
 
Sincerely,  
 

 
 
Kathy Tomasofsky  
Executive Director 
Money Services Business Association, Inc.  
 
Cc:  Judith Rinearson, Partner, K&L Gates  
        Money Services Business Association, Inc. Advisor  

 
 

     
















